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Enrolling in Duo (OHSU)
Overview

OHSU uses Duo Security for two-step authentication, which is required when logging into many OHSU systems from outside
the network. After entering your OHSU username and password, you will confirm your identity by using the Duo Mobile app
on an enrolled smartphone or tablet. This is the second step of the two-step authentication process.

After you install Duo app for your mobile device, you can enroll in Duo in about two minutes.

Before you start

e You must have a working OHSU network account.

e Your computer must be connected to the internet.

e Your mobile device (smartphone or tablet) must be connected to the internet.

e If you are using an Apple device, an Apple ID is required to download the Duo Mobile app from the App Store. If you
do not have an Apple ID, create one.

e If you are using an Android device, a Google account is required to download the Duo Mobile app from the Google
Play Store. If you do not have a Google account, create one.

First-time Duo setup
What to expect

When you log into an OHSU system that uses Duo, there are two steps for a successful login: signing in with your username
and password and then confirming your identity using your Duo app or Duo key token.

After you enroll in Duo, you will be prompted to confirm your identity the next time you log in to a Duo-protected system
from outside the OHSU network. You will enter your username and password, then you will approve a push notification on
your Duo-enrolled mobile device. Alternatively, you can enter a passcode from your Duo Mobile app or your Duo security
token (if you have one).

Every time you log in using Duo, you must use your Duo-enrolled mobile device or a Duo security token.

Install the Duo Mobile app on your smartphone (or tablet)
1. With your mobile device, launch its app store and search for Duo Mobile.

Note: There are many apps with similar names. Be sure to download the Duo Mobile app. The correct icon has a
bright green background with DUO in white, capital letters.

Duo Mobile

Security made simple

2. Download and install the app.


https://appleid.apple.com/#!&page=signin
https://accounts.google.com/SignUp
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e i0S: Select Get then Install.
e Android: Select Install.
3. Continue the setup process with your computer in the next section.

Use your computer and your smartphone (or tablet) to register with Duo

If you are replacing a mobile device you previously enrolled in Duo, please review the Enroll your new/replacement
phone in Duo section to learn how to reactivate your Duo Mobile app on your new smartphone.

1. From your computer, open a web browser.

If you are connected to the OHSU secure network (e.g., wired or OHSU-Secure wireless network), open Duo Self-Service
Portal (duo.ohsu.edu), select Manage Your Duo Devices and log in with your OHSU Username and Password.

)4

OHSU

Duo Device Management Portal

If you are away from the OHSU campus, open OHSU Outlook Web App (mail.ohsu.edu) and log in with your
OHSU Username and Password.


https://duo.ohsu.edu/
https://duo.ohsu.edu/
https://mail.ohsu.edu/
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d Outlook

User name:

beyonce

Password:

@ signin

2. Select Start setup.

Protect Your OHSU Account

Two-factor authentication enhances the security of your account by using
a sefondary dewoe to verify your identity. This prevents aryane but you
m froem accessang your account, even if they know your password

This process will help you Set up your sccount with this sdded ke of

SECurity

i i m

3. Select Mobile Phone or Tablet, depending on the type of device. Select Continue.

What type of device are you

) adding?
L.é..-' Mobile phone secoumsrne:
OHSU () Tablet (iPad, Mexus 7, etc.)

What iz his? Cf

N v
Mied haHy Continue

Poweared by Duo Sacurily
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4. Smartphones only: Enter your smartphone number, verify that you have entered it correctly and select Continue.

Enter your phone number

United States  [v]
e
OHSU +1 | 18675309
What is this? O
Mg help? Example: (201) 234-56T78
E You enbered (201) BET-5309. |5 (his the
Powrered by Duo Security

commect number?

E

5. Select your device type and select Continue.

What type of phone is 201-867-

%) 53097
@ iPhone

—— -

OHSU () Android
What is this? C5 l:__j Windows Phone
Heed help?

e " e Sﬂ:um&l
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6. On your computer screen, select | have Duo Mobile.

Install Duo Mobile for iDS

\ 1. Launch the App Store
app and search for "Duo
Mobale™
OHSU 2. Tap“Gel” and then
What ig this? Cf “Instal” o download the
Heed haip?

Fowered by Duo Secunty

app
E | have Duo Mobile

7. Verify that a QR code appears on your computer screen. This code will be used in a later step.

Activate Duo Mobile for iOS

Powered by Dud Securly

R 1. Dpen Duo Mobile
2 Tap tha ~+" bution
it 3. Gcan ihis barcoda
OHSU gmal' me an activation bk
VWhat it this? CF Lelaad
Nged haip?

8. Open the Duo Mobile app on your mobile device. If prompted, allow Duo Mobile to access your smartphone's camera

(this permission can be turned off after activating the app).
9. With your mobile device, scan the QR code on your computer screen.
10. The Duo Mobile app will send a push notification to your mobile device. Open it and select Approve.
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19:00

Monday, September 30

&= ouomosre o
Login request: OHSU Dus Device Management Portal

OHSU
QOHSU Duo Device Management Portal

Je

Approve Deny

11. On your computer, a green check mark will appear on the QR code to confirm that you have scanned the code.

Select Continue.
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Activate Duo Mobile for iOS

1. Open Duo Mabile:

2. Tap the "+ button.

s 3. Scan this barcode.
OHSU

What is this? Cf
Meed halp?

Powened by Duo Security m Continue

nitead

Email me an activation link

12. When the computer displays an Enrollment Successful! message, select Dismiss.

@+

Enrollment Successful!

Way to go! You can now alithenticate to any
Duo-protected service. =

Dismilss

13. Continue to the next section. You will choose how to configure the Duo mobile app to automatically prompt you during a

login attempt.

Set Duo notification options

After enrolling your mobile device, a My Settings & Devices screen appears in your computer's browser.

1. Inthe When I log in: pull-down menu, choose how you wish to be notified when you log into a Duo-protected system

from outside the OHSU network.

e Ask me to choose an authentication method: Every time you log in, you will be asked if you want to receive a push
notification or enter a passcode. The latter option is recommended if you are in areas without cell phone service
(where receiving Duo push notifications may be difficult).

e Automatically send this device a Duo Push: Every time you log in, you will automatically receive a push notification.
This requires you to open the Duo Mobile app and approve the notification to complete the login process.
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OHSU UNIVERSITY

My Settings & Devices

&

What is this? Cf
Heed help? +Add another device
Powered by Duo Security
faul
Default | 55 201.867-5200 v
Device

VWhen ||
Menllof | 4 tomaticalty send tnis device v
in

Ask me 10 choose an authentication meinod
Automatically send this device a Duo Push

Select Save.

My Settings & Devices

4

—_—
OHSU Q ios 2

Whal is this? O

Need help? + Agd another device

Powered by Duo Securily
Defalll 105 201-857-5309
Davica

Whenl |
% e Automatically send this device v
in

3. The Save button turns to Saved. Select Log Out.

Note: If you do not save your changes before logging out, your preferences will not be retained.

Log in with Duo for the first time
After you enroll in Duo, log in to a Duo-protected system from outside the OHSU network with your computer. In these

steps, we will use OHSU Outlook Web App (mail.ohsu.edu).


https://mail.ohsu.edu/
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1. From your computer, navigate to a Duo-protected system and log in.

&% Outlook

User name:

beyonce

Password:

® signin

2. At the Duo Mobile prompt, authenticate with Duo. How you authenticate depends on your personal Duo preferences.
3. Push notification in the Duo app with your mobile device: On your mobile device, select the Duo Mobile Login request
notification. Select Approve from the Duo Mobile app.

10:58

Friday, October 25

£ ouo mosiLe

Login request
Login reguest: OHSU Outlook Web App 2016

Legin Request

&
OHSU
OHSU
OHSU Outlook Web App 2016

Jo
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4. Passcode in the Duo app with your mobile device: In the Duo Mobile app, select the V icon to retrieve your passcode,
and enter it in the login screen on your computer.

FROTECTED

= OHSU

'\\?{d' QL

About passcodes

DUD-PFROTECTED

¥ onsu
854 041 5

About passcodes

Device: O } ]
Choose an authentication method

[l Duo Push recomsens Sand Me a Push

S68409 = L.r_;g li

[ Remambor me jor 8 hours

Powaned by Dus Secunty

Enter o passcode from Duo Mobile x
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Enrolling in Duo (PSU)
Duo Two-Factor Authentication (2FA) overview

Duo Two-Factor Authentication (2FA) helps protect you against online attacks designed to gain unauthorized access to your
Odin account and information.

On this page

e How Duo 2FA works

Start using Duo 2FA

Enroll in Duo 2FA

Add Duo protections to Single Sign-On

Configure Duo to remember you on trusted devices
e Recommendations

How Duo 2FA works

Duo 2FA adds a second layer of security when you sign in to certain systems, such as PSU's Single Sign-On (SSO) or Virtual
Private Network (VPN). To access a protected system, you’ll combine your Odin account information with a secondary
credential delivered through your phone, mobile device, hardware token, or security key. This prevents anyone else from
signing in with your account, even if they know your password.

1. You enter your Odin account username and password as usual.
2. You are prompted to authenticate using your phone or other method to verify your identity.
3. You are securely signed in to your account.

—>

Start using Duo 2FA

To use Duo 2FA, you must first enroll. After enrolling a device, you will automatically receive certain protections for PSU
systems based on whether you are a PSU student or employee.

e PSU employees automatically receive protections for Single Sign-On (SSO) and the Virtual Private Network (VPN).
e PSU students automatically receive protection for the Virtual Private Network (VPN). To receive the Odin password
extension benefit, students must also add protection to Single Sign-On (SSO).

Enroll in Duo 2FA

11


https://portlandstate.atlassian.net/rest/servicedesk/knowledgebase/latest/articles/view/44755787#DuoTwo-FactorAuthentication(2FA)overview-HowDuo2FAworks
https://portlandstate.atlassian.net/rest/servicedesk/knowledgebase/latest/articles/view/44755787#DuoTwo-FactorAuthentication(2FA)overview-StartusingDuo2FA
https://portlandstate.atlassian.net/rest/servicedesk/knowledgebase/latest/articles/view/44755787#DuoTwo-FactorAuthentication(2FA)overview-EnrollinDuo2FA
https://portlandstate.atlassian.net/rest/servicedesk/knowledgebase/latest/articles/view/44755787#DuoTwo-FactorAuthentication(2FA)overview-AddDuoprotectionstoSingleSign-On
https://portlandstate.atlassian.net/rest/servicedesk/knowledgebase/latest/articles/view/44755787#DuoTwo-FactorAuthentication(2FA)overview-ConfigureDuotorememberyouontrusteddevices
https://portlandstate.atlassian.net/rest/servicedesk/knowledgebase/latest/articles/view/44755787#DuoTwo-FactorAuthentication(2FA)overview-Recommendations
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To enroll in Duo with a mobile device and the Duo app (recommended), follow these steps. Instructions for enrolling
alternative devices can be found at Enroll and manage settings in Duo Two-Factor Authentication (2FA).

Eal o

ol

O XN

10.

11.
12.

Sign in to the Odin Account Manager (OAM) at oam.pdx.edu.

Select Set up Duo / Manage Duo Settings.

Select Start setup.

Choose your device from the options displayed.

Note: Hardware tokens can't be used as your only authentication device, but can be added as a secondary option later.
Select your country and enter your phone number.

Note: Use the number of a smartphone, landline, or mobile phone that you'll have with you when you're signing in (you
can enter an extension if you choose "Landline").

Confirm that you entered the correct number.

Check the box and select Continue.

Choose your device's operating system.

Follow the platform-specific instructions on the screen to install the Duo Mobile app.

Activate Duo Mobile by scanning the barcode on screen with the app's built-in barcode scanner.

Note: After you scan the barcode, click the Continue button. If you can't scan the barcode, click the Can’t scan the
barcode? link and follow the instructions.

Follow the platform-specific instructions.

Select Enroll another device to add an additional device (such as a backup phone), or select I'm done enrolling devices to
continue to the verification prompt.

Add Duo protections to Single Sign-On

To add Duo protections to Single Sign-On (SSO), follow these steps:

e wN e

Sign in to the Odin Account Manager (OAM) at oam.pdx.edu.
Click Update Duo Protections.

Select the checkbox next to the Single Sign-On (SSO) service.
Click Continue.

On the Successfully updated Duo protections screen, click OK.

Configure Duo to remember you on trusted devices

On trusted devices, you can configure Duo to remember you for 30 days. To do this:

N

Sign in to the Odin Account Manager (OAM) at oam.pdx.edu.

Select Manage Duo Settings.

Select the Settings button, then select My Settings & Devices. You will be prompted to confirm your identity with Duo
authentication. After you have completed authentication, you can adjust your Duo settings.

12
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4. From the My Settings & Devices screen, in the When | log in drop-down menu, select Ask me to choose an
authentication method.

. = Settings

My Settings & Devices
Token

+ Add another device

Default Device:
i0S

When | log in:

+ Ask me to choose an authentication method J
Automatically send this device a Duo Push
Automatically call this device

Back to Login

5. The next time you authenticate with Duo on a trusted device, select the Remember me for 30 days option.

% PORTLAND STATE UNIVERSITY Authentication with Duo is required for the requested service.

Single Sign-On

= Settings

h I

Device: | i0s (xx-xxx-0511)

Send Me a Push

Call Me

The PSU Single Sign-On (SSO) system
enables you to use your Odin
username or email address and
password to access multiple
university resources.

Enter a Passcode

[] Remember me for 30 days

Newly-admitted students and new Cancel this Request
employees: Have an activation code?
Activate your Odin account —

13
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Recommendations

For most people, we recommend using a mobile device with the Duo Mobile app installed as the best method of two-factor
authentication. Using the Duo Mobile app on a smartphone or tablet gives you the greatest number of options when you sign
in to a protected system. Most people find the push notification the most convenient option.

Push notification

With the Duo Mobile app, you can use the Send me a Push method of authentication and tap Approve on the login request
sent to your device.

Generate an offline passcode

With the Duo Mobile app, even when you don’t have cell service or an internet connection, you can generate a passcode.

Additional resources

Read more about two-factor authentication on Duo's Guide to Two-Factor Authentication.

14
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Using Citrix Web Portal (OHSU)

Overview

The Citrix Web Portal (portal.ohsu.edu) offers web-based, secure access to OHSU systems and applications from
any computer. For example, you can use the Citrix Web Portal when you are working from home on a personally owned

computer. Learn how to use the Citrix Web Portal.
Before you start

e You must have a working OHSU network account, and your computer must be connected to the internet.

e You must have Citrix Web Portal access privileges. Staff who receive paychecks from OHSU and students already have
Citrix Web Portal access.

e Two-step authentication with Duo is required to use the Citrix Web Portal from off campus. If you aren't already using
Duo, you'll be guided through the steps to set up the Duo Mobile app on your mobile device (e.g., smartphone) the first
time you log in from off campus.

Personally owned computers: First-time Citrix Web Portal setup (light version —no
software required)

Use the light version of the Citrix Web Portal if you do not require advanced Citrix features, or if you do not want to install
additional software on your personally owned computer.

1. Open aweb browser and go to the Citrix Web Portal (portal.ohsu.edu).
2. Enter your OHSU User name and Password. Select Log On.

Weloome (o Your GH5U Applications Gateway. Log on to access
your providloned applications. NOTICE: This is a peivate syitem. All
urers of this system are subject to having their activities audited.
This system Is to be used only for GHSU business, and access
requires explicit written authorization. Unauthorized acoess - or
attempts to damage data, programs, or equipment - may violate
applicable Lew and could result by commecthve acthon or crimingd
predatution. [Connecting t igh DOWHA] For Supipart, Cantact
the ITG Help Desk at 503-454-2222

&SCIENCE

Uiser naimie : beyonce

Passwornd ;

Note: If connecting from off campus, you will be prompted to confirm your login with Duo. If you aren't already enrolled
in Duo, follow the onscreen prompts to set up the Duo Mobile app on your mobile device (e.g., smartphone).

3. The first time you successfully log in to the Citrix Web Portal from your personally owned computer, you will be prompted
to choose a version of Citrix Receiver. Select Use Light Version.

15


https://portal.ohsu.edu/
https://portal.ohsu.edu/

&

\
ot ool | PUBLIC HEALTH

Far a full-featured experience, use Receiver for Windows.

ciTRIX -
Recelver

Use Full Receiver Version

nstall Recerver you can use the light version, with fewer

Note: Select Apps to show all of your available apps.
Open an app by selecting its button.

‘. Details m Details

Tip: To add an app to your Favorites menu, select Details next to the app, and then choose Add to Favorites.

When you are done using the Citrix Web Portal, select your name (in the upper-right corner of the screen) and choose Log
Off.

Change Recerst

Charnge pasiwsrd

Personally owned computers: First-time Citrix Web Portal setup (full version — software

required)
The full Receiver version is used to perform advanced functions in Citrix apps. This version requires you to install software on
your personally owned computer.

Note: The full Receiver software is already installed on OHSU-managed computers.
16
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1. Open a web browser and go to the Citrix Web Portal (portal.ohsu.edu).
2. Enter your OHSU Username and Password. Select Log On.

necting DOWHA] For Support, Contact
5k gt 503-494-2222

WCIEMCE

User

Password

Note: If connecting from off campus, you will be prompted to confirm your login with Duo. If you aren't already enrolled in
Duo, follow the onscreen prompts to set up the Duo Mobile app on your mobile device (e.g., smartphone).

3. The first time you successfully log in to the Citrix Web Portal from your personally owned computer, you will be prompted to
choose a version of Citrix Receiver. Select Use Full Receiver Version.

Welcome to Receiver
For a full-featured experience. use Receiver for Windows.

citrIx . .
7 Use Full Receiver Version

Receiver

4. Your browser will check your computer for the Citrix software it needs to use the full version of Citrix Receiver. If an Open
Citrix Receiver Launcher? (or Open URL: Citrix Receiver) prompt appears, select Open Citrix Receiver Launcher.

Open Citrix Receiver Launcher?

https://portal.ohsu.edu wants to open this application.

Open Citrix Receiver Launcher m

17
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If your browser detects the Citrix software it needs, the Citrix Web Portal will display your available apps. Skip to Step 11.

HEALTH&SCIENCE

All Categories 1, Search Al Apps

Business Applicatio

Clinical Business Applications

f—rr. e !e

Desktop Applications

Standard Desktop Tools

All Apps
g
Details ‘ Details { ey Details
AS &
Access 2013 Active Robes Adabe Reader
Details lls Details \ Details
ALY A

AGRAHC XES Al Aschive Manager

et Details ﬁ Details ‘. Details

Banner CARS Chreme

If your browser does not detect the Citrix software it needs to use the full version of Citrix Receiver, a screen with additional
options will appear. If you think your computer already has the necessary Citrix software but it wasn't detected, select Detect
again.

Welcome to Receiver
For a full-featured expanence. use Receiver for Windows.
citrIx

Receiver

Use Full Receiver Version

18
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7. Toinstall the Citrix software, check the I agree with the Citrix license agreement box. Select Download.

If Receiver is detected, you will sse a window in a few seconds.  choose
Launch Application.

Ci‘l’l! X If no window appears. proceed to download

Receiver

8 | agree with the

8. While installing the Citrix software, do not select the Enable single sign-on checkbox.
9. Follow the onscreen licensing agreement prompts and install the Citrix software.
10. After the installation completes, the Citrix Web Portal will display your available apps.

All Categories

Business Applicatio

Clinical Business Applications

Desktop Applications

Standard Desktop Tools

‘o 8 @

All Apps

@ Denails \) Details Details

Access 2013 AttrveRakes Adabe Reader

| Details L’nﬂ!csu Details \.._,) Details

AGFAHC_YES A5 Archive Manager

Ot Details ﬁ Details ‘. Details

Barner CARS Chrome

Note: If no apps are displayed, reload the page to force your browser to detect Citrix software again.

11. Select a menu (Favorites, Desktops or Apps) to display your available apps.

<) HEALTH&SCIENCE

Note: Select Apps to show all of your available apps.

19
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12. Open an app by selecting its button. If an app does not open, refer to the next section of these instructions: Troubleshoot
your Citrix Web Portal setup.

=) | I__E':-"-.l _I H&SCIENCE EI

FAWORITES

‘. Details aa Details
Chr

Ll Chutlogk 2013

Tip: To add an app to your Favorites menu, select Details next to the app, and then select Add To Favorites.

13. When you are done using the Citrix Web Portal, select your name (in the upper-right corner of the screen) and choose Log
Off.

Troubleshoot your Citrix Web Portal setup

If a Citrix Receiver cannot create a secure connection in this browser message appears, you may be using the light version of
Citrix Web Portal while connected to OHSU's secure networks.

Error

Citrix Recefver cannot create a secure connection
in this browser. Please refer to Citnix Knowledge
Center article CTX134123.

Close Session

Switch to the full Receiver version of Citrix Web Portal to resolve this.

20
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1. With a web browser, navigate to the Citrix Web Portal (portal.ohsu.edu).
2. Enter your OHSU Username and Password. Select Log On.

Welcome to Your OHSU Applications Gateway. Log on to sooess
your provishoned applications. NOTICE: T a private syztem. All
users of this system are subject to having their activities audited.
This system is to be used only for OHSU business, and access
requines explicit writben authorization. Unauthorized acoess < or
attempts to damage data, programs, or eguipment = may violate
Law and could result in comecthee acthan or crimingd
P it [Comnacting thn DOWHA] For Support, Contact
the TG Help Desk at 503-494-2222

LSEr nam ;

Password :

Note: Access from off-campus will require you to use Duo authentication.

3. Select your name (in the upper-right corner of the screen) and choose Change Receiver...

Activate.

{.'I'ungr password...
Connect
Disconnect

About

Log O

4. Select Use Full Receiver Version.

Welcome to Receiver

For a full-featured experence. use Receiver for Windows.

citrix

Receiver

Use Full Receiver Version
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5. If an Open Citrix Receiver Launcher? (or Open URL: Citrix Receiver) prompt appears, select Open Citrix Receiver Launcher.

Open Citrix Receiver Launcher?

https://portal.ohsu.edu wants to open this application.

Open Citrix Receiver Launcher m

6. The Citrix Web Portal will display your available apps.

&

HEALTH&SCIENCE

All Categories

Desktop Applications

Standard Desktop Tools

Business Applicatior

Clinical Business Applications

(o B £

All Apps
Details \j Details J,li\: Detasls
i '
Acedd 2013 ActroeRabes Adabre Resder

Details ms Details \l Details
| OITACLE T

AGRAHC_XEBS AlS Archive Manager

f"i&: Details ﬁ Details ‘. Dretails

BEarmer CARS Chromeg

7. Open several Citrix apps and verify that they are working.
22
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